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PROGRAM
SERVICES

The outcome of Satori’s cybersecurity engagement is a holistic, clear,
measurable, and actionable program that manages risk in accordance

with business risk tolerance.
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THE CYBERSECURITY CHALLENGE

Satori’s Cybersecurity Program services bring clarity to
the many Cybersecurity challenges organizations face:

e Mobile and flexible work environments make users
more susceptible to cyber attacks

e User and technical security training and awareness
hasn’t significantly changed behavior

e |T systems are extremely complex. Cloud adoption has
added to the complexity

e Cybersecurity threats are continually changing

e Unknown risk within the IT supply chain - third party risk
management

e Technologies are inherently insecure

e Struggle with building-in security. Ease of use and speed
valued over cybersecurity

The Satori team has the technical understanding as well
as the track record designing and implementing risk
governance.

A PROVEN APPROACH

The Satori Cybersecurity Program Methodology
identifies and drives the right security controls.

As a leading advisory firm, Satori Consulting leads

customers in the development of effective security

programs to improve risk management. Our team:

e Understands IT delivery and knows how to manage risk
and drive the right outcomes

e Has proven experience in compliance management and
brings best practice, tools and templates

e Has proven success transforming IT security programs

e |s a technology-agnostic advisory partner

Satori has a proven methodology to develop IT security
programs: Discovery, Assessment, Analysis,
Recommendation & Implementation.

Discovery

Satori collaborates with the customer to obtain current
state cybersecurity information: network topology; security
tools and architecture; policies; and processes. This
information is analyzed and used to guide workshop
sessions.

Assessment

Satori works to understand compliance requirements and
technology business impact. This information is used to
identify the right cybersecurity maturity level.

The IT risk focus starts with understanding where sensitive
information resides within the environment and ensuring
the right controls are in place. Satori provides a technical
assessment of cybersecurity controls in addition to a
vulnerability scan of the environment. This provides a
comprehensive view of the state of cybersecurity.

Analysis: Risk Findings

Satori consultants assesses customer cybersecurity
capability in the key areas. A detailed report is provided to
clarify gaps and estimate effort needed to close them.

Recommendation: Cybersecurity Roadmap

The risk findings are used to develop the Cybersecurity
roadmap needed to guide the cybersecurity program.
Satori provides a phased roadmap recommendation that
can be used to guide cybersecurity execution.

Initiation

Discovery

Data Collection

Activities

1. Identify core team

2. Finalize schedule for
project execution

3. Communicate
expectations with key
stakeholders and core
team

4. Kick-off IT risk
managsment assessment

Deliverables

1. Project schedule

2. Workshop schedule

3. Discovery requirements

Activities

1. Collect documentation
describing business focus,
IT strategy, architecture
and technology inventory;
security policies &
processes

2. Identify critical business
processes supported by IT

3. Identify critical technology
services

4. Identify critical
infrastructure &
applications.

5. Identify relevant threats to
IT services

Deliverables

1. Summary of critical
business and technology
services

2. Summary of relevant
threats

Analysis

[rskporie

Recommendation

IT Risk Mgmt Strategy.

Activities Activities Activities
1. Conduct Technical

1. Perform gap analysis
2. Map gaps to business
impact and risk

d tolerance

Determine the IT strategy 3. Develop risk views -
planned initiatives Board, Business

leadership, and IT

leadership

1. Conduct Business
Workshops

privacy objectives
4. Identify regulatol
nce requirements
. Document priorities fol
business risk
management

ions, and data
hird party

1. Risk analysis summary

Activities

1. Develop
recommendations to
mitigate risk and align
with customer business
risk tolerance

2. Finalize roadmap that
describes customer
security program

Deliverables

1. Consolidated document
Risk Assessment &
Mitigation Recommend.

2. Security Program
Summary

3. 3.IT Risk Management
Executive Summary
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Implementation

Close Gaps

Activities

1. Establish IT risk
management
governance

2. Implement IT risk
management reporting
process

3. Establish IT security
policies

4. Execute Se

Program initiatives

Deliverables

11T nanagement
governance process

2. Identified security
policies

3. Deliverables associated
with Security Program
initiatives
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KEY DELIVERABLES

Maturity Model

Working to define the risk
tolerance for a given
business.

Risk Findings

A detailed report is provided
to clarify gaps and estimate
effort needed to close them.

Cybersecurity Roadmap

The risk findings are used to
develop the cybersecurity
roadmap needed to guide the
Cybersecurity program.

KEY RESOURCES

Satori Cybersecurity Primary
resources
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